ANDHRA PRADESH POWER GENERATION CORPORATION LIMITED.
// ABSTRACT//

Estt. - APGENCO - Information Technology (IT)/ Operational Technology (OT)/ Internet of
Things (IoT) Security & Cyber Security Policy for APGENCO - Orders - Issued.

G.0.0.No.96/CGM(A) /2023 Dated: 10.07.2023.
Read the following.

Ref:

=

File No. 2(35)/2011-CERT-In, Dt: 02.07.2013

2. MEITY Notification SO2235(E), Dt: 22.05.2018.

3. CEA (Cyber Security in Power Sector) Guidelines, 2021

4. Lr. No. ENE01- STMTOMISC/253/2022 OP A2, Dt:29.06.2022.

. Minutes of 193+¢ APGENCO Board of Directors Meeting, Dt: 23.06.2023.

ORDER:

APGENCO has adopted various Information Technology (IT), Operational Technology
(OT) and Internet of Things (lo1) infrastructure to simplify the business operations for enhanced
organizational efficiency, which collectively forms the Cyberspace of APGENCO.

2. Cyberspace is vulnerable to a wide variety of incidents, whether intentional or accidental,
man-made or natural and hence the data exchanged in the cyberspace can be exploited for
nefarious purposes by the users. Cyber-attacks that target the infrastructure or underlying
economic well-being of a company/ Nation can effectively hamper the business and undermine
confidence in their supporting structures.

3 With the objective of creating awareness and to issue necessary guidelines, the IT/OT/loT
Security and Cyber Security Policy is formulated. This policy has been approved in the 193+
Board of Directors meeting held on 16.06.2023. The policy comprises of password policy, email
policy, Internet usage policy, identity and Access Management policy etc., which defines the roles
and responsibilities of each and every personnel of the company.

4. All the personnel of APGENCO are hereby directed to strictly adhere to the guidelines set
forth in the “IT/OT/1oT Security and Cyber Security Policy for APGENCO” with immediate
effect and all the controlling officers are instructed to issue strict directions and emphasis on its
importance/ criticality in usage in the day-to day official activities.

(Order by Andhra Pradesh Power Generation Corporation)

- K.V.N. CHAKRADHARA BABU

APGENCO
ERP & IT MANAGING DIRECTOR
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3.
Copy to

q‘ﬁ GM (ERP &IT)/ Vidyut Soudha/ APGENCO
DEE(T) to The Managing Director/ Vidyut Soudha/ APGENCO
DEE(T) to The Director (Thermal)/ Vidyut Soudha/ APGENCO
DEE(T) to The Director (Coal) / Vidyut Soudha/ APGENCO
DEE(T) to The Director (Hydel)/ Vidyut Soudha/ APGENCO
AO to The Director (Finance & Commercial)/ Vidyut Soudha/ APGENCO
PO to The Director (HR&IR)/ Vidyut Soudha/ APGENCO
AE(T) to The CGM (Adm, IS&ERP)/ Vidyut Soudha/ APGENCO
Stock File

C. No. CGM (Adm, IS&ERP)/GM (HR-Adm)/AS(Adm)/Dy.EE(Adm-1)/09/2023

//FORWARDED :: BY :: ORDER //
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