Andhra Pradesh Power Generation Corporation Limited
Abstract

APGENCO — Framing of IT/OT/loT Security Policy & Cyber Security Policy - Formation
of Committee with members from IT and OT wings— Orders —Issued.

GOO No.207/CGM(Adm, IS&ERP)/2022 Dt. 27-12-2022
Read the following
1). File No. 2(35)/2011-CERT-In Dt: 02-07-2013.
2). MEITY Naotification SO2235(E) Dt.22-05-2018.
3). CEA(Cyber Security in Power Sector) Guidelines , 2021,
4) Lr No. ENEO1-STMTOMISC/253/2022 OP A2 Dt.29-6-2022.

ORDER;

1. In the light of rapid growth of IT, OT and loT services, providing focus for creating
secure computing environment and adequate trust & confidence in electronic
transactions, software, services, devices and networks, is one of the compelling
priorities for the Organization.

2. A cyber related incident of national/business significance may take any form - an
organized cyber- attack, an uncontrolled exploit such as computer virus or worms
or any malicious software code, a national disaster with significant cyber
consequences or other related incidents capable of causing extensive damage to
the information infrastructure or key assets.

3. After careful consideration, orders are hereby issued for forming a committee with
the following officials from Head Quarters and various plants in the stream of
Information Technology & Operation Technology for preparation of IT/OT/loT
Security Policy & Cyber Security Policy for APGENCO.

SNo Name of the Official Designation Place of Committee
Sarva Sri working
1. | P. Siva Ramanjaneyulu | GM/ERP&IT Vidyut Soudha | Chairman
2. | T. Venkata Raja Sekhar | EE/I&C/Stg-I| Dr. NTTPS Member
3. | M. Pradeep Reddy DEE/T-2 RTPP Member
4. | C.Rajesh DEE/I&C-I/Stg- SDSTPS | Member
5. | E. Rama Chandra DEE/NT SRBHES . Member
6. | Y. Ravi Kumar DEE/MRT&PC LSHES | Member
7. | Ch. Rama Krishna EE/ERP-1 Vidyut Soudha | Convener

4. The Terms of Reference (ToR) for the committee are

To study the existing IT and OT assets

a
b. To study the related Government guidelines on the subject
c. Preparation of draft policy
d. Any other issue related to the subject
5. The Committee is directed to furnish draft policy duly studying all the above aspects

on or before 31% January, 2023.



6. The Concerned Station Heads are requested to take necessary action accordingly.

B. SREEDHAR
MANAGING DIRECTOR
To
All the Committee Members through their concerned Functional / Station Heads.
Copy to the:

DEE(T) to Managing Director/Vidyut Soudha/APGENCO
PO to Director (HR&IR)/ Vidyut Soudha / APGENCO
AQ(P) to Director (Finance)/ Vidyut Soudha / APGENCO
DEE(T) to Director (Thermal)/ Vidyut Soudha / APGENCO
DEE(T) to Director (Hydel)/ Vidyut Soudha / APGENCO
CGM (Adm,IS & ERP)/ Vidyut Soudha / APGENCO
CE/O&M/Dr.NTTPS/ Ibrahimpatnam /Vijayawada-521456
CE/O&M/RTPP/ V.V.Reddy Nagar/ Kalamala-516312
CE/O&M/SDSTPS/ Nelaturu/Muthukur(M) -524344
CE/O&M/SRBHES/Sundipenta/Srisailam Project-518102
CE/O&M/LSHES/Mothugudem-533347

GM(ERP)Nidyut Soudha/ APGENCO

C No. CGM(Adm)/EE(ERP-1)/DEE(CS)/F. CyberSecurity/2433/2022.Dt.2.7/12/2022

/I Forwarded:: By Order //
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Executive Engineer/ERP-1



